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duAudayauuy Full-text Search uag Advanced Search
a.&lo. @W150d319 Custom Dashboard dwiunistinesidoya wioussuuusdaiieusnlulia
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en.ev.
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M.Gx.

© ONEITUUY ®

o0, @NIOLousafuTEUY SIEM w3e XDR wazszuuloaiudunnmINeIeg ’u APl ¥3e
Integration Module
m.oJo. TesfumsuaniAsudeyatuunasdeyafoanaiunisuantiu Plugin 11nsgu
NSTBNULALNITUIMITIANIT
m..e. I Dashboard wayszuuTBNUidRNsaUiuwsdldnienmmannsalumsdisandoya
Tuguuuuansgu
m.olo. T5zuudnns@vdgldnuiuy Role-based Access Control wagssuutiuiin Audit Log
Usgdndnmuazanulasndie
n.G.e. @IUITDVINIUUUY High Availability uaziisyuusnwiniulasnieueinisd oans
TENINBIANT
m.clo. fsvuudmouasiiudeyaniousruulesfunslanfuasmsdhdanlailduoygn
é”ﬂﬁﬁwmuwamiﬁmé?aLLawmaaUm{LﬁﬁmuLLwaWWQé’mmmmﬁ’aﬂﬂmulm‘ua% (Cyber
Threat Intelligence Platform) 39U & 18974
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(Continuous Security Validation Platform) 37u7u o 58UV lagiinuanvuzianizedeise
fasial il
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&.D.
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annsaUsviliufinmuuarsisnunan1sUssiiuaude 1Ay 8 198am N Ton M UANINTFIU
ISO belooe

41119019 UATEA VAN AYTANUIANY LATUTNITTNNITINEAITNINE FUVBITEUY
walulagansmuwmels (T Asset Management)
mmm%mﬁsﬁmwmﬁmLLazﬁa@ﬂmuﬁmmﬁWﬁu (Threat Modeling)

ausansvdeu Usadu Anmuuazusmsdanisveduivaranudsmnamadavesssuy
weluladansauma Tnsaseunquindadwialufifiuedrates

aunsansIadeutadludiad oswivisuasdaddnivaslasiadiai upuwesssuuiiiisades
(Vulnerability Assessment %38 VA)
aunsansiadeuAuUasadiesunseanwuuwennataduliiinaulasnste (Application
Design Security)

A19075798U Uselllu LaguInsdanisanlaonivesssuuvs awaunantu Laeld
A3¥UIUNIT Static Application Security Testing (SAST) ot umnudsafiiinannis
Weulusunsu

anusavedeU Ussiilu waruimsdanisanulasnsevesssuunsoweundnduiinaun Tne
19nsUauns Dynamic Application Security Testing (DAST) wiotasfumnudesvossyuuy
YULINUDI

a0130A579d0U Useldu waruIni1sdnni15¥esluniues Open Source wag Third-Party
Libraries MiAsrfeafuszuuiiatasiumnuidsaninvonsuifvesyanaiian (Software
Composition Analysis %38 SCA)
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c(.@@.iaa%’umﬁﬁwLsi'fwswmuwamimaauLmzﬁwu‘l@aﬁu@%ww (Penetration Testing) ifie
fnmuuaznsIvaeuNansUiuUsuilutedlninaranld

<.olo. au13ammualivinisidiseTaanuUasndessuuog1am el 09 (Continuous Security
Monitoring

&.om. #1HTAUAAITIBNUATUNARINNINIFIUNT0ToA MU U Compliance lawn PDPA, NCSA
NCRI, ISObsiooe, NIST CSF g OWASP ASVS Wuedhaiae

& 0. @UTAUTIMIIANITAINEIUNAN (Centralize Management) LAZUAAINATIBUINAIUNAN
(Centralize Dashboard) LﬁaLLamNaa@mwsmmmﬂaamﬁﬂé’

.ok, S senunansiafarmageunsidnuunanrlesunsayssfiudedduitazanudes
ssuumaluladansaumadiunais (Continuous Security Validation Platform) 31174 o
89U

¢ Wanunwanvesudszisuaznauduasdadeanaulgiuasiuuysannis (SecOps Platform)
F1uu o sruL Tnefinudnsuzianizesstosdasialuil
to. arunginsainszitasiuiindeyavesssuuinietneiiiedummngiinssudinasde
&.0.0. A1UITANTIVIUKALIATIZN Network Traffic 1a
€., @113 Network Traffic Analysis ﬂz\‘ILL‘UU North-South gy East-West
&o.m. @U13075999U Anomaly Ul Network Traffic lagld A/ML 16
&.o.c. @11130735999U Protocol Abuse wag Policy Violation 1@
&o.& AMWIDNATIZN Encrypted Traffic (SSL/TLS Inspection) Lo
&.o.0. @13150% Network Behavior Analysis tiian5293U Malware Communication L&
&lo. m’gﬁquaﬂssmﬁag“luﬁdﬂamaaé’a Tngofumeiianmsnstudnviemiede
¢b.e. @1013031089U5A151A0N (Decoy Services) ﬁﬂsamqmiﬂﬂmaaﬁugw (HTTP,
FTP, SSH, SMB, etc.) ¢
€lolo. @NIAE Custom Service ladnansszuunuanzld
&lo.n. aunsadanunseiufinnginssuvealaudls
&en. @BIFURUUNIIANFLALIOUATA (Breach and Attack Simulation)
&en.o. A1015091809015LANRAAIN MITRE ATT&CK Framework 161
&alo. aunsanadeulstivsnmuessyuulesiuniiiogls
&en.an. ANUNTNRTIVADUIZUU Security Control wuusnlusimla
¢ac. aunsadnvhsnuianageunsaumwuvinlunsusuUgessuula
&m.¢. AMINMUAYINIAT SUSUNMINAEIUNIITIEDINTIaUA LS
&m.o. Ilayasenuasunanaaaunsinass Simulation uaznadeyaaguyngsuniunly
Uaande
¢<. rdsdayadumiutiunsasndtluued (Securty Data Lake)
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&.&.m.
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dE®.
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& LDNFANLUY @

a1un3nsesTumsiiusiusindeya (Data Collection) 91nnatsunasdoya Lu
Syslog, Windows Event Log, Network Flow, API, Firewall, Endpoint %30 Log files
7199 logannsasudeyalalivesnit ¢oo GB/Day

a1u1sadnnsuazwlasteya (Data Parsing & Normalization) fiseasunisvin Field
Extraction Way Data Enrichment w¥auainuaiunsalunisasne Custom Parser
a1313071AT 18R YaYAUUY Real-time wag Historical Analysis Wiauauamsaly
N158513 Correlation Rules way Analytics Rules

a11130v IRy Security Automation Engine Liiensiiasziasneuaus e
wnnsaluuushul® Tasanansadewsioru Large Language Model (LLM) tu API uasil
Pre-built Playbooks dw3unsnsiadusfegnmunagaeuaussiamnmsniiugiu
a1an308579 Custom Dashboard uag Visualization tauaninateyaluguuuusigg
wiouAmamIsaluns Drill-down

ANNIATAYITIBIURIUUU Custom Report Template wazn13a951891U8 N LULRA
lnganunsadeeanluguuuy PDF, CSV, JSON

a1u19019 susaiuTTUUAIBUB L EYI1 Automated Response W1y APl 139
Integration Module

mmsm‘”ﬂmaﬁ‘wﬁrcﬂﬂ?’mmwu Role-based Access Control tiag Data Access

Control

¢ vImsdnmsmgnisalauanuliuaasndeleiues (Incident Management)
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ANI0ATWAZINNT Service Desk dmsusunazdnmsmiasweanvisnuludaia
ANIOAVLALAY SIS Service Level Agreements (SLA) fimunzasfiuanuu3ns
ANUN0VNRNNUANMNEIAYVIA8990 (Prioritization) MUSEAUAIILTIAIY
ansadanmsngusmIniiifefoniioannsudeindeon

ansatuiinuseiinisud lalgmidielddduasnsinssilusunan
asnviailuguiuussuy Workflow Tneimuaideuluuagnszuiuniseysiad
RV SUQETPY

annsauImsdamsduningledt (IT Assets) waggunsalnalumibeau
asnlausiafiu Active Directory (AD) dieumsdnnsTaydily
annsadeusefussuudwaremithenuiionsud uieudalulia

. 31 AP dwmdunsdesleauaginausinduszuudy q nelussdns
AnsaRIEsEUUSHLLTR ileanmuiiifinedou wu mstvundummesiiiese
$5zuu Chatbot %30 Virtual Agent éfm%’umauﬁwmmﬁugﬂwm@%’mu

53UU Dashboard uansaa uzlazanavesmiamaluusyalng
ANUN90A59UAZUSULFITIBNUANAIUABINITUBIALIBY
mmﬁﬂﬁ’mumﬁwéﬁﬂ%’mumu Role-based Access Control Lﬁammﬂaaﬂﬁa ey
MIAUANNSIRaya
amumamiaﬂ@?ﬂuazmaa‘uﬂﬁﬂ%ﬂ'}ul,t,wamwg%mﬂﬁsi’qLLazmauauaaﬁaﬁaﬂqﬂmﬂ%
UYIIN1T (SecOps Platform) I @ 18U
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uwanWasunauauaiadeAnANN1SlYUes uazn1sduatudeudunsifineaans

@4 v a (Digital Forensics and Incident Response Platform : DFIR) 91474 o $$UU Lagd
AMaNBMzIRNIzad1sTaRsalUl

D.@.
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D.en.

D.a.

D.&.

D.D.

.67

D.3.

D.R.

D.®0.

D.66.

D.eb.

D.em.

D.ec.

annsauhseds asvdeu wazsuTmdayaangunsaivaenialiegeivszd@nsam
mmmﬁmﬁ%uusxwﬁﬁﬁﬁmi Windows Server, Linux w%aszwﬂﬁ'ﬂ’ami?ﬁuq Feuwi
fidnfnsedldauuuuiu (Web-based Interface) Aldaudisuaganunsadfslduuiu
wiriwe sy

fisvuufinnunszuIums (Process Tracker) ianansnfinnuilusunsuuaslusieagosdivinau
vugunsailmeynandomistuiindse ineieuliiensasedeudeunds
@1115059UTd0yas3UU (System Information) 91ngunsaluanenis 1wy Jayasnsauas
FeMALSTAnGY n1sRarnssuy wastoyaiete

@n50a919 Uiuusls wagldauensfunad (Artifacts) dwunissiuniuuasinsegideya
NngunIaivatenig

flssuulwdiaiiou (Virtual File System : VFS) iaelvianunsadfisuasiedoyanseuulid
vasgunsaivaremsldegnedivsednsnm

aun50a519d1uIesMeANTY (Memory Dump) wara1salasi (Disk Image) Wons
Aaevinliimenmans

ﬁm%"aaﬁa"lumﬁLﬂiwﬁaaﬂaLLazmiﬁm'gmvﬁﬂﬂﬁﬁaaﬂa (Data Analytics) w¥ansauananaly
sUnuUNTMLaEUHUA

anunsnas1sagaTuiin (Notebooks) fisaudamnueduns (Markdown) uasfdsaeuaudoya
iemsinneiuarnsinus iy

finnuanansalunsdseandeya (Export) Tuguuuusieg wu CSV v5e JSON %5e PDF
ANsYIINNSIUSEUUENWIAmIUaDAfBEU (U SIEM, SOAR Wwag Threat Intelligence
Platforms

il AP| finseumgudmSUMIRALLAEYIINMIAUTTUUNBUEN
Imheaumamsiaduasnaaounisldnuunanefunevauesiesunnamslewes
WaEMSAUEIUARUAIUNIITAINEANan AT (Digital Forensics and Incident Response
Platform : DFIR) 411U @ 518914

o, snilluruusmsiineatiuayunsia MOF-CSIRT Tuszazuan (o U) $1u3u o 911 Tnedl Aadnuazamz
RLENRLLRERIATY
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Indamiaaufiang hse Ty uazmevauerefunnawlaues Iloatuayunuvesgud
Uszanunssnwanusiuasasniessuuneniinnednssnasnmsadsdianunsau i iiay
Fulleuagmevauawamamiaiiuanauluesiiundnauldanszniisnisads whsau
Tudain wasmbhsluihiunssnsrnsadsldednaiussansamnans be 1lu lnsazdes
asouAguanudwiolull iueghaes
o.0.0. MUATBEAGILNLTTURTEU

#.0.0.0. d1unuiansmanisaiamiuasasnfulaiues (Information Security

Incident Management)
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o) M3fuudunndruanuiuasasaislsiues (information Security
Incident Report Acceptance)
b) MRS IR Asainuiunsasastlaiues (Information Security
Incident Analysis)
) MIIATINANGIUNILAINEEEnS (Artifact and Forensic Evidence
Analysis)
&) MIVTIMUATATIUAYUNMINALIINWANIIA! (Mitigation and Recovery)
& nsUszaruausumgnisaiausiuasasadeleiues (Information
Security Incident Coordination)
o) MIATVAYUNITUTITIANTTINGH (Crisis Management Support)
.0.0.b. @IUNUTANIYBNWT (Vulnerability Management)
®) NIAUMUAITEY09INT (Vulnerability Discovery/Research)
) NM35ULAToIluT (Vulnerability Report Intake)
) NMFIATIZAYR9LT (Vulnerability Analysis)
&) MIUszaIUuMUYedln (Vulnerability Coordination)
&) M3Uaedadlnd (Vulnerability Disclosure)
o) NMIRBUAUBITEIl (Vulnerability Response)
o.0.0.m. IUNURANNLATUTEEUADIUNNIA! (Situational Awareness)
o) NMafiunusudeyadniunisainsleiues (Data Acquisition)
b) MIATVLazdLATIERTaYa (Analysis and Synthesis)
o) NMsdeansdoyauazudaiion (Communication)
o.0.0.€. HIUNUINENDAAINS (Knowledge Transfer)
@) MIaeAmuasEinduauiuasaenst (Awareness Building)
) M3tneusuuazliAILg (Training and Education)
) MIEnFauuazItaaumsNsel (Exercises)
&) mMsiAmUinwiumeatianaguloue (Technical and Policy Advisory)
o.0.0.¢ drunuinnismansalmusiuacasnfevesszun (Information Security
Event Management)
o) Mahsgiuaznsiduieanaiu (Monitoring and Detection)
b) MyATIEAMnATalsumLiuntaende (Event Analysis)
dol. TeNUETURaMIRIuNureIBUfURMS Wizl uasnevauawiaiunnaulyues
o.0.0.0. 1018 WETUNSH LT BUUTET A DY F1UU @ T1897U T9azdiaq
nsounquiidedeielull ifusthaoy
o) Menunansiniunuludinauianamgmsaianuiuasasasdele
a3 (Information Security Incident Management)
©) s1g9uran1TaduIulud1uIudan1sy 09dlul (Vulnerability
Management)
o) s1gusanIsandunuludunudasiuwasUssiduaaiunisal

(Situational Awareness)
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@ TnumansiiiuauludiunuienennIui (Knowledge Transfer)
&) TgaruNamminaludnnuIansmgnsaiauiualasniaved

3¥UU (Information Security Event Management)

alo. UIMIINAUS MOF-CSIRT ieatduayuuazliimiudiswdontisnuludain uazniieau

TumAunsENsT19N15ARY

0lo.6.

alblo.

VOULIAUINNS

oo.0.0. U3nsatiuayuuasuanidsudeyainnsesivanaailaies (Cyber Threat
Intelligence Sharing)

0.o.0.b. Usmsatiuayunisinnisignssinnuiuaslasadsluiues (Information
Security Incident Management)

oo.0.o. U3NTATUAYUNITATIUSTITUY 9 lnTuazAuLd sassuumalulad
ansauwna (Continuous Security Validation Management)

ob.0.. UimsatiuayumsuaniUdsunazanemennmy (Knowledge Transfer)

swauasUianmsiiunuilinsatuayuastomdomsiludad

o.lolo.e. IVNTIBNUFATURAMIANTLNUUTETNGDY TIUIU © 51897

& sudumsiandngaiwyaainsuazidmihfives MOF-CSIRT tisenseduasdanuiuaziines
anudrvydmiunsufianisisluszezens TuguuuunisiineusudaUfianis (On the
Job Training) 117U o 1 Tnsfinadnunzianizesisliosdialuil

co. dnlkinisAneusuuazaianenssdmuiunid i dninauldanssnsensadauay

whenuludein Tuguuuunisiineusidaudanig (On the Job Training) ATEUARUVIANENS
dAgy Aesolull
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©.6..

©.@.6n.
©.6).E.
©.6.¢.
©.6).9.
©.6.60.
©.6).6.
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nMATEikasAanseadeanaumialaues (Cyber Threat Analysis and Triage)
N1395IaNgAUNanguATTawasN1IRaUAUBIRawmnnN1sel (Digital Forensics and
Incident Response)

MIAUM ATI9E0U warszufeanAmleuasiBagn (Cyber Threat Hunting)
MAERInnseaiuAnaunndleiues (Threat Intelligence Analysis)
nsiindeusuilefuananumsluueifeiniesileleimusesauazynains (Cyber Drill)
nsassanIunsainislanAnisleuas (Breach and Attack Simulation)

N30TV ILHULAZUIMTINNITY0IUT (Vulnerability Management)
nsWaiunauiuiiouagnevaussamsnisaliuamiuasasndomslaiues

(Incident Response Plan)

nmsiawaiien1suifuaztuneulunissuiiouasnauauetsomnnisaliuay
HunsUasaieynalaiues (R Playbook)
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n13dndneaididununiaududeunazidediinaumaia delnuuanarsiuluniy
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nauginnsuseLiiuAUsEanNSameesIAn (Price Performance) lagfiansanlipzuuunutadendnuas
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AndIY @00 ATLUY LABMIYUANTT ASLULAIT

- 0.0.§NAUTIANNENELAATILY soo AZWUL
6.0, {AAUDTIAITIEDUILANIINGATNITAIIN AT
AZLU = oo — (F1AUDIELEUBTIANTIBAY ~ FIAIFIERA) X @00

FIAAER

b. iNsangunseaudnvuzansTulsElewinenesgnis Ghudswdn) fvun
PMUNLYNAUSDEAE <o INETNTALLUUAUENAIUY eoo ATLUY LAgfTUANISIAS LGl

LRI 318a8L9YANTITNANTAN ALUULAL

b.® UNdausulIAALay Uauauufnuazlaseaseaa1Unenssuvaessuy ®0

Tassadantnenssy | v « svuudsd

Y995z UulAdennd iy | . wnaanesuyInsoafeanauleues (Cyber

TnaUszas ALATINTS Threat Intelligence Platform)

walunnalulagdrnsu o. wnannasunTIaUTuteslnIuazaIULE

Uguanisveseud sguuwnaluladatsauinaaiunany

MOF-CSIRT (Continuous Security Validation Platform)

a. wrasvlasuisyiuaznavavewasuanauly
LWUBSHUUYININT (SecOps Platform)

& WNannasunBUALRINBAEANAINNILYIUDS
wazN1sAUAINERUAI IR N ANER AT
( Digital Forensics and Incident Response
Platform : DFIR)
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(& AzlUL)
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blo WAAITAAINLEAINNTD 15 ANITNSIAFBUNANFIUATNALALABUAUDY ®o
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AAVALALADUAUDY FTUVAUAIA Y LAUNTENII9T 989IN19971899
wsnsalieanaule anunisaimsgnlanfszuuansaumaididnydsean

wos (DFIR) Tisjautinlavd
FTUVUEAY 7009
msfuaunamaiaiie
TFHUAUNAUASHANTENY
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(Critical Information System) @ swavinl sz uuly
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o) Sndefinanuiformaudisiuns POC U3as
laiifiu o Au

b) YawssuAsaslouazgonALISTITndudmiuns
¥ DFIR (wusiilildiadesilofiagldlunsimun
wwmwﬂ’amuaimqmﬁﬁymﬂLf‘]ucg”léﬁumi
AnLaen)

o) Audunsnalangilasu wazidwmadnivie
fmoUMNINIITifviun (azud dlinsuluty
POC) TnsazUsznausierdasmelulul
6n.®) LEARINTEUIUNTIATIEN
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Access) 1A (o¢ AzUUL)
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0n.6.0) @5198719UIAINSLANRA (Attack Timeline)
19 (@0 AZLUL)
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Timeline) laag19a5uUd U QN auazd
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Timeline) LaltWgaunsdunasdnangu
919949 (& ATWUL)

- ldanunsaastedrquiannisiand (Attack
Timeline) 19 (o AzLLWL)

o.@.en) @1019038Y Indicators of Compromise
(I0Cs) 1Al (@0 AZILLIL)

- @141989¢4, Indicators of Compromise
(loCs) 7 e yladasudrunazgnd s
(@0 ALLUL)

- @1u1989%Y, Indicators of Compromise
(IoCs) Tiddayleifieaunsdn (¢ Azuuu)
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